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Report description:

The APAC Security Testing Market size is estimated at USD 2.91 billion in 2024, and is expected to reach USD 9.60 billion by
2029, growing at a CAGR of 26.97% during the forecast period (2024-2029).

The demand for security testing in APAC region is expected to increase with the escalation in the number of attacks that
countries in the region are battling every day.

Key Highlights

-Both private companies and governments are battling cyber-attacks on their networks every day. Singapore was under siege
from cyber-criminals last year, and for 229 days, cyber-criminals plundered and phished data out from government sites.
Countries like India, the Philippines, and South Korea face constant cyber-attacks.

-As enterprises consider providing comprehensive visibility and advanced layer security, including intrusion prevention, web
filtering, threat protection, and application control, they face a major challenge managing these point products without integration
and lack of visibility.

-In June 2023, McAfee Corp., one of the global leaders in online protection, announced McAfee Business Protection, a new
comprehensive security solution for small business owners that collaborated with Dell Technologies. McAfee Business Protection
assists Dell small business customers prevent cyber threats and vulnerabilities with security, identity and dark web data
monitoring, VPN, web protection for safe browsing, and more.

-Security Testing will ensure that the systems and applications on a network are secure. The evolution of Dynamic application
security testing beyond the security testing of back-end web applications has opened up new avenues for the security testing
market. They now have the capabilities to test next-generation applications. The ability of some of the testing providers to enable
interaction between their static and dynamic security testing techniques provides more detailed information, which is quite useful



in QA testing to provide more meaningful results to developers.

-It has been estimated that over 99% of attacks are known as Common Vulnerabilities and Exposures (CVEs). A traditional defense
probes the system using manual or automatic vulnerability scanning techniques. However, this produces a lot of redundant and
irrelevant information that sheds no light on whether a hacker can use the vulnerability to reach a critical asset. The only solution
today is human penetration testing, but infrequent Testingperiodic does not reflect the network's dynamic nature, especially in
today's virtual and cloud-based environments.

-These solutions protect web-based and mobile-based applications from vulnerabilities and threats by installing encryption
applications and various security testing procedures during the application development life cycle. Business applications hold
critical organizational data and are the target of cybercriminals.

-The emergence of HTML5, which requires higher maturity and adoption, drives innovation in DAST. The emergence of cloud
computing, along with the ability to offer Testing as a Service (TaaS) with the flexibility to test sensitive applications on-premises
and outsource others, has enabled firms across various sectors like BFSI, Government, and Public Sector, Healthcare, and Retail to
include Testing in their operations.

APAC Security Testing Market Trends

Transition to Online Payment Methods is Expected to Drive the Market Growth

- Asia Pacific, investments in security oriented products such as security testing, endpoint security, VPN, and firewalls bumped up
due to the increased spending by both governments and enterprises (particularly in the banking, telecom, and professional
services industry. Australia and India are the next two largest countries in terms of security spending due to the presence of many
businesses catering to domestic and international customers.

- As payment methods grow more digital, there is increased pressure for enhanced security and online fraud protection. According
to Worldpay, digital or mobile wallets are expected to account for 72 percent of all online shopping payments in Asia Pacific area
by 2025. This was an increase from 2021 when 69 percent of e-commerce payments in Asia Pacific area were made using digital
wallets.

- In the previous five years, digital wallets in Asia Pacific (excluding China) have nearly quadrupled their proportion of e-commerce
transaction value, and their numbers are expected to expand gradually over the next three years. Similarly, in the previous five
years, digital wallets' percentage of payment transaction value at POS has increased sixfold. The rise of digital wallets is expected
to accelerate in the future.

- Cash use in Asia Pacific is expected to reduce by half between 2021 and 2026, from 16% to 8% of POS transaction value, owing
to the expansion of mobile payments and the adoption of QR codes. Cash is expected to decrease below 10% of POS transaction
value in several mature consumer economies, including the nations of Hong Kong, South Korea, New Zealand, China, and
Australia, by 2026.

- Despite the fewer users, its large population ensures sufficient cash flow. China has been a leader in mobile payments in APAC
even before the pandemic, maintaining a steady flow of users. The country's most prominent payment channels include Alipay
and WeChat Pay, boosted even further by the pandemic. The increase in users is also reflected by malicious actors looking for
loopholes in the infrastructure. Concerns over any possible cracks have encouraged governments to control financial malware.

India is Expected to Hold Significant Market Share

- India is adopting advanced technologies, increased cyber incidents, and the growing number of interconnected machines in the
country are some of the main factors that would benefit the market for security tests in India. Government initiatives and



digitalization in the country will create several prospects for growth. The shift of businesses to digitalization has been enormous in
recent years.

- India also witnessed the highest number of domain name system or DNS attacks in recent years, with 12.13 attacks per
organization, even though the cost of attacks in the country decreased by 6.08% to INR 5.97 crores (USD 0.72 Million), according
to International Data Corporation's DNS Threat Report.

- Further, India's technology atmosphere is rapidly growing; locally based businesses are expanding globally, while multinational
conglomerates are rapidly investing in Indian markets. Such initiatives by the organizations and the increasing number of
cyber-attacks are expected to drive the demand for security testing in the region.

- In April 2023, McAfee Corp announced the extension of its nine-year partnership with Samsung to protect customers' data and
information from online threats; through this partnership, Samsung smartphones, including the new Galaxy S23 Ultra, Galaxy
S23+, and Galaxy S23, as well as the Galaxy Book3 series, now come pre-installed with antivirus protection powered by McAfee.
In addition to smartphones, the partnership gives rise to improved safety for Samsung tablets and computers.

- According to the IBM Security X-Force Threat Intelligence Index 2023, Asia-Pacific remained the most-attacked region in 2022,
representing 31% of all incidents. This figure reflected a five percentage point increase from the overall number of attacks in the
region to which X-Force reacted in 2021.

APAC Security Testing Industry Overview

The Asia Pacific security testing market is fragmented, with major players operating across the region. These players
continuously adopt various strategies, such as mergers & acquisitions, product developments, partnerships, and collaborations, to
increase their market presence and acquire more customers.

In February 2023, UNICC announced a strategic partnership with Veracode, one of the Gartner Magic Quadrant leaders in AppSec
services. Veracode offers a consolidated platform for AppSec testing, including its Static Analysis, Software Composition Analysis
and Dynamic Analysis solutions, and advisory support and best practices for AppSec deliverables and eLearning in secure coding
for developers.

In August 2022, the renowned technology services and consulting firm Wipro Limited stated that it earned the distinctions of
Modern Compute Security and Managed Application Security Testing Specialization in the Amazon Web Services (AWS) Level 1
Managed Security Service Provider (MSSP) Competency. The AWS Level 1 MSSP Competency made it quicker and simpler for
clients to choose the best MSSP to assist them in achieving their goals for business risk and cloud strategy confidence. The clients
benefited from Wipro's achievement of further specialist distinctions and its role as a launch partner for AWS Level 1 MSSP
Competency.

In September 2022, Checkmarx, the global pioneer in developer-centric application security testing (AST) solutions, launched the
Checkmarx One platform in Singapore for the ASEAN area to assist regional developers in quickly testing, rectifying, and
protecting their application code. To serve on-premises, cloud, and hybrid development environments, Checkmarx One is built for
cloud-native application security. It also delivered from the cloud. From the initial code commit made by a developer until the
software was sent into production, it discovered security vulnerabilities and improved remediation across the software
development life cycle.

Additional Benefits:

- The market estimate (ME) sheet in Excel format
- 3 months of analyst support
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